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BHApY KeHS BTOPXKEHN
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MEXCETEBOM 3KPAH M CMCTEMA OBHOPYXKEHHS BTOPXEHMI

Py6ukoH — ceptudumukat MunHo6opoHbl Poccum N25287,
Py6mkoH-OWl — ceptndukat MmHo60opoHbl Poccuu Ne5553,

noarBepxaawwme CoOoTBeTcrBme Tpe6OBaHI/IFIMI

Mo 2 YPOBHIO KOHTPOJA OTCYTCTBUA HeAeKNapUpPOBaHHbIX BO3MOXK-
HOCTel CornacHo pyKoBoAALeMYy AOKYMEHTY «3aLlumTa OT HECaHKLMO-
HUPOBaHHOrO AocTyna K MHpopmaumu. Yactb 1. MporpammHoe
obecneyeHne cpeacTs 3awutbl nHpopmaumm. Knaccndukauma no
YPOBHIO KOHTPOJIA OTCYTCTBUA HEAEKNAPNPOBAHHbBIX BO3MOXKHOCTEN»
(Toctexkomuccua Poccum, 1999r.);

MO COOTBETCTBUIO PeajibHbiX N AEKTApPUPYEMbIX B AOKYMEHTALUM
bYHKLMOHaNbHbIX BO3MOXXHOCTEN;

«TpeboBaHua K MexceTeBbIM 3KpaHam» (OCT3K Poccuu, 2016) —
no 2 Knaccy 3awuTbl, «[podusb 3alnTbl MEXKCETEBOMO SKpaHa TUMa
«A» BTOpOro knacca 3awutb» UT.M3.A2.MN3 (OCT3K Poccuu, 2016) n
«Mpodunb 3aWmnTbl MEXXCETEBOIO dKpaHa Tuna «b» BTOporo knacca
3awutbi» UT.M3.62.M3 (PCTIK Poccnn, 2016);

«TpeboBaHMA K cUCcTEMaM OOHapyXeHus BTopxeHuin» (OCTIK
Poccun, 2011) no 2 knaccy 3awntbl 1 «[Mpodunb 3awmnTbl CMCTEM
OOHapY»KeHUA BTOPXKEHNN YPOBHA CETU BTOPOro Kiacca 3alnTbl»
NT.COB.C2.M3 (OCT3KPoccnn,2012).

Py6ukoH-A — ceptudpukat ®CTIK Poccuu N°2574, noarseprkaatoLunin
BbINONTHEHWNE TPEOOBaHNIA:

«TpeboBaHuA K MexceTeBbiM 3KkpaHaMm» (DCT3IK Poccun, 2016),
«Mpodunnb 3aLmnTbl MEXCETEBOTO 3KpPaHa TMna A BTOPOro Knacca
3awmnTbi» NT.M3.A2.M3 (OCT3KPoccun, 2016);

«TpeboBaHMA K cuctemam obHapyXeHusa BTopxeHuin» (OCTIK
Poccum, 2011), «Mpodunb 3awmTbl CUCTEM OOHAPYXEHMA
BTOP>XEHUI YPOBHA ceTn BTOpOro kKnacca sawutbi» NT.COB.C2.IM3
(®CT3KPoccum, 2012);

«TpeboBaHUA No 6e30MacHOCTN NHPOPMALUKM, YCTaHaBNMBaKOLWME
YPOBHU [OBEPUSA K CPEACTBAM TEXHNYECKOW 3aLLUTbl MHGOPMaL 1
cpeactBam obecrneyeHus 6e3onacHOCTU MHPOPMALMOHHbIX

TexHonorum» (DCTIKPoccnn,2020) -no 2 ypoBHIO JOBEPUA.




PYBUK..

MEXCETEBOM 3KPAH M CUMCTEMA-OBHAPYXEHMsI BTOPXKEHMI

Py6ukoH Py6ukoH-OLll . Py6ukoH-A Py6ukoH-K

Ceptudukatr MnHo60poHbI Ceptudukatr MuHo60poHbI o 0
Poccun Ne5287 Poccui Ne5553 Ceptudukar OCTIK Poccuum Ne2574 Ceptudukar ®CTIK Poccum N23290

MporpammHo-annapaTHble KoMmmneKcbl Py6MKOH npefHa3HauyeHbl 4jis OpraHu-
3aumnm 3GPEeKTUBHONM 3alWUTbl NepumeTpa CeTel NPeanpuUATUN PasnnyHoOro
MacwTaba B COOTBETCTBUM C HOPMATUBHbIMU TPebOBaHMAMYK PErynsaTopoB.
Kaxxpoe pelueHune n3 nrHenkn PyOrKOHOB BKtOUYaeT B cebs QyHKLMOHANbHblE
BO3MOXHOCTW MapLUpyTM3aTOpa, MEXCETEBOrO SKPaHa 1 CMCTeMbl OOHapyXeHUsA
BTOPKEHW.

JInHelKa peLueHn COCTOUT U3 CriefyIoLNX MPOJYKTOB:

= Py6UMKOH npefHa3HayeH 41 NCNOMb30BaHNA B aBTOMATU3UPOBAHHbIX CUCTe-
Max BOEHHOIO Ha3HauyeHNs, B KOTOPbIX 06pabaTbiBaeTcs MHPOpPMaLnA, COCTaB-
NAOLWAsA FOCy[aPCTBEHHYIO TalHY;

= Py6ukoH-A npepgHasHaueH ans sawutel FTUC, UCMOH n UC, obpabatbiBatoLymx
NHGOPMaLMIO, CopepXallytlo CBeleHWs, COCTaBAALMNe roCyAapCTBEHHYIO
TaliHy;

= Py6ukoH-K npenHasHaueH ans 3awmutbl TNC n NC, obpabaTbiBalowmx KOHGU-
JeHUnanbHyo MHGOPMaLIMIO, BKIOUYAA MePCOHanbHbIe JaHHbIE;

= Py6ukoH-OLU npegHa3HauyeH Ans ogHOHaNpPaBAeHHON Nepefaym AaHHbIX B
ABTOMATM3NPOBaAHHbIX CUCTEMAX BOEHHOMO Ha3HaUYeHMA MeXay CermeHTaMum
[Pa3HOrO YPOBHA CEKPETHOCTM Ha 6a3e ABYX KOMMIEKCOB PyOuKoH.

KnioueBble ocob6eHHOCTI:

* MPOW3BOAUTENBHOCTb MapLIpyTMn3aTopa go 9 ront/c;

* MPOV3BOAUTENBHOCTb MEXCETEBBIX 3KPAaHOB [0 9 6nT/C;

* MPOU3BOAMUTENIbHOCTb CUCTEMbI OOHapPYKeHUA BTOpKeHni o 3 FonT/c;
= web-nHTepderncynpasneHna c poneBon Mogenbto JOCTYNa;

" Hanumume CTaTUYeCKom N AUHAMNYECKON MapLLpyTU3aLmu;

* BO3MOXHOCTb FOpPAYEro pe3epBMPOBaHNA HA YPOBHE YCTPOICTB (MO NPOTOKO-
ny CARP), HaypoBHe nopTtoB (bridge, VLAN, bonding), Ha ypoBHe kaHanoB cBA3u
(auHamnueckaa mapwpyTtunsauyusa OSPF, BGP);

*  BO3MOXHOCTb PpUNbTPALMN CETEBbIX NMAKETOB MO MaHOATHbIM MEeTKaM oTevec-
TBEHHbIX 3aLLMLLEHHbIX OnepaunoHHbIX cuctem (Astra Linux n MCBC);

= Hajmume CUCTEM OOHaPYKEHNA N NPEAOTBPALLEHNA BTOPXKEHWIA;

*  Hannume HTTP-, FTP-npokcuy;

" BO3MOXHOCTb COBMECTHOIO UCnofb3oBaHuA HTTP-NpoKCK C BHELWHUM aHTUBWN-
pycom no npotokony ICAP;

= 0OJNbLUO MOAENbHbIN PSA annapaTHOro MCMNonHeHWs (HaCToMbHbIE, CepBep-
Hbl€e 1 3aLULLEHHbIE ICMOJTHEHWSA);

= 60sibllas BO3MOXHOCTb UCMOJIb30BaHMA PA3/IMYHbIX CETEBbLIX MHTEPhENCoB B
Pa3NMUYHOM KONMYECTBE U KOMOUHaLMAX;

=  BO3MOXHOCTb MPYIMEHEHUA N3AENUSA B KY30BaX Ha KOMECHbIX U FYCEHNYHbIX
waccn (ncnonHeHus HIMELW.465614.002-27 v HIMELL.465614.002-37).




Qopm-dakTop

BbICOKOMPOW3BOAVTE/IbHbINA

MYJILTUNOPTOBBIA

Crctema o6Hapy»KeHus 1
NpeaoTBPALLEHNA BTOPXKEHUN

MapiupyTtusarop

MexxceTeBon

MpounssoauTensHOCTL

M3

oo 2 Gbit/s

o 5 Gbit/s

009 Gbit/s

o 6 Gbit/s

o 600 Mbit/s

o 600 Mbit/s

o 5 Gbit/s

o 5 Gbit/s

n POW3BOAUTENBHOCTDL

coB

no 1,6 Gbit/s

zo 3 Gbit/s

1o 3 Gbit/s

10 2.5 Gbit/s

1o 400 Mbit/s

o 400 Mbit/s

1o 3 Gbit/s

zo 3 Gbit/s

KoH¢wmpeHumansHan

MocneposaTenbHble

CeTeBble HTEpdencb o
e WHTepdeiChI

6XGbE Ethernet

100/1000 RJ45 4xUSB,1xCOM

6XGbE Ethernet
100/1000 RJ45
(+1 moaynb
paciiMpeHus)

2 xUSB, 1xRJ45

1xGbE Ethernet

100/1000 RJ45
(+4 mopynsa

paclmpeHnn)

2 xUSB, 1xRJ45

1xGbE Ethernet
100/1000 RJ45
(+8 mopynei
pacwmpeHns)

2 xUSB, 1xRJ45

4xEthernet
100/1000 Base-T

4xEthernet
100/1000 Base-T

10xEthernet
1000 Base-T
+ 2xEthernet
1000 Base-EX

3 xUSB, 1xCOM

10xEthernet
1000 Base-T
+ 2xEthernet
1000 Base-EX

3 xUSB, 1xCOM

nHbopmaumn

locypapcrBeHHan

1%

CepTnéuumpoBaH
MuHo60poHbI Poccun n OCTIK Poccuu

MutaHve

220V AC

220V AC

220V AC

220V AC

220V AC

HononHeHua

4xGbE RJ45,
8xGbE RJ45,
8xGbE SFP,

2x10GbE SFP+

4xGbE RJ45,
8xGbE RJ45,

4xGbE SFP, 8xGbE SFP,

2x10GbE SFP,
4x10GbE SFP+

4xGbE RJ45,

8xGDbE RJ45, 8xGbE SFP,

2x10GbE SFP,
4x10GbE SFP+

PeweHue

«Py6UKOH»
«Py6ukoH-A»
«Py6uKoH-K»

«Py6uKoH»
«Py6u1KOH-A»
«Py6uKOH-K»

«Py6UKOH»
«Py6ukoH-A»
«Py6UKOH-K»

«Py6uKOH»
«Py6ukoH-A»
«Py6ukoH-K»

«Py6uKkoH»

«Py6uUKoH»

«Py6uKoH»

«Py6uUKoH»

rc




Py6ukoH-OLL:

Komnnekt n3genua Py6ukoH-OLW coctonT 13 nepepatumka v NPUEMHKKA,
COeQIIHEHHbIX C UCMOJb30BaHNEM CreLnanm3npOoBaHHbIX OMNTUYECKUX MNNaT.
Takum obpa3om obecneurBaeTcAa MOMHaA raibBaHMuyecKasa pa3BA3ka nepe-
JaloLLero 1 NPUHMMaloLLEero NoyKOMMNIeKTa, HaXO4ALNXCA B CerMEeHTaxX pa3Horo
YPOBHA CEKPETHOCTU, C HEBO3MOMHOCTbIO MPOXOXAEHNA CETEBbIX MaKeTOB B
ob6paTHOM HanpaBieHUN Ha r3MUYECKOM YPOBHE.

MporpammHo-annapaTHbI Komnnekc Py6rkoH-OLL MoXeT GpyHKLMOHMPOBAaTb B
cnefyLmX pexkumax:

* nepepfaya CeTeBbIX NAKETOB Yepe3 OAHOHaNpPaBlIEHHYIO CBA3b MO CpeacTBam
MapLpyTusaumm IP-npoTokona;

*  OAHOCTOPOHHSA Nepepava pannos c ogHoro FTP-cepBepa, MOAKIIOUYEHHOTO K
nepegatowemy komnnekty OLLU, Ha gpyron FTP-cepBep, NOAKAOUYEHHOrO K
npuHumatowem komnnekty OL, yepes ogHOHanpaBAeHHYIO CBA3b.

Mopgenb Py6ukoH-OLLI

MNepBoOe yCTPOWCTBO B HECEKPETHOM CermeHTe cetu 3abupaet dannbl ¢ FTP-
cepBepa 1 nepepaét ux BTOPOMy YCTPONCTBY MO OfHOHAaNpPaBieHHOMY KaHasny B
CEKPETHOM CermeHTe. BTopoe ycTponcTBo, nocse nonyyeHns ¢annos, nposepaeT
MX LIeIOCTHOCTb M B CJlyyae YCnewHon nepepaun, 3arpyxaet dawnbl Ha FTP-
cepBep, KOTOPbIN PacrnofIOXeH B CEKPETHOM CErMeHTe CeTH.
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HecekpetHo CekpeTHo

AOKYMEHTbI B CEKPETHOM
cermeHTte

3abupaeT HeceKpeTHble
AOKYMEHTbI Tonbko Tonbko

Pa3meLllaeT HecekpeTHble T

nepeaaTymnk NPUEMHUK
—————— ll P '\ O
OpHoHanpaeneHHas Py6uKoH 2 -

onTn4yeckan CBA3b

Py6uKoH 1

Py6urikoH-OLL Takxe MOXKeT BbINOMHATb ciegytowme GyHKLUN:

= MapLlpyTusauma (KommyTaTop ypoBHsa L3);

= obbeauHeHne ¢u3MyecKUx NHTepPdEcoB B CETEBOM MOCT (KOMMyTaTop
ypoBHA L2);

= MeXceTeBOe 3KpaHVPOBaHUeE;

= oOHapyKeHune 1 NpefoTBpaLLeHe BTOPXKEHUN.
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MXCeTeR0/t SKPGH M CHCTeMA OBHAPYKeHHA BTOpXEHMTA

g E CepTudukarbl E E —
@ Py6ukoH-K — ceptndukatr ®CTIK Poccun N23290, noarseprkaatoLui

BbIMOJIHEHWE TPEOOBAHNIA:

» «TpeboBaHUA K mMexceTeBbiM 3KpaHam» (DCTIK Poccuun, 2016),
«Mpodnnb 3aLLmUTbl MEXKCETEBbIX SKPAHOB TMMa A YUETBEPTOrO Klacca
3awmtbly UT.M3.A4.M3 (OCTIK Poccuu, 2016) n «Mpodunb 3awuTl
MeXCeTeBblX 3KpaHOB Tvna b yeTBepTOro Knacca 3awuTbl»
NT.M3.64.MN3 (GCT3KPoccuu, 2016);

= «TpeboBaHuA K cuctemam obHapyxeHUA BTop)keHUn» (OCTIK
Poccuun, 2011), «Mpodunb 3awnutbl cuctem obHapyxeHuA
BTOP>KEHWNI YPOBHA CETU YeTBepPTOro Knacca sawutbi» UT.COB.C4.M13
(®CT3KPoccum,2012);

= «TpeboBaHuMA No 6e3onacHoCTM UHbOPMaL MK, yCTaHaBAMBalOLWMUe

ypoBHu gosepua» (PDCTIKPoccuun, 2020) - no 4 ypoBHIO OBEPUA.

— ! ' BbinonHeHue TPe6GOBaHNI1 '@ | IEE——

Py6ukoH peanusyet ciegytoLive mepbl Ub:

* ynpaBneHne NHPOPMaLIMOHHbIMU MOTOKaMU;
ook " 33LUMTA NEPUMETPA NHGOPMALIMOHHOW CUCTEMDI;
* ynpaBieHue B3auMogencTBnem co CTOpoHHMMN UGC;
m * nepefavan KOHTPOb METOK 6€30MacHOCTY;
= obOHapy’keHune BTOPXKEeHWIA;
m = 06HOBNeHWe 6a3bl pelatowmx npasmn COB;
m * KOHTPOJIb LIeSIOCTHOCTU MpOorpaMmMHoro obecneveHns M3 n COB;
m = BO3MOKHOCTb BOCCTAHOBJIEHNA paboTocnocobHocT M3 n COB;
* pe3epBUpPOBaHME KaHananepeaayv AaHHbIX;
» pa3breHne NHGOPMALIMOHHOWN CUCTEMbI HA CETMEHTbI;
»  O6OHapykeHne, nAeHTNUKALNS N PEFNCTPALMA UHLNAEHTOB;
*  VHGOPMUPOBAHNE OTBETCTBEHHbIX JINL, 06 MHLMAEHTAX.

e — PeecTtp poccmirckoro MO P——

34 MexceTeBOW 3KpaH N cucTema o6Hapy»KeHUs BTop»KeHuii Py6uKoH
s BKJIIOUEHbI B @AUHDBIN peecTp POCCUNCKUX MPOrpamMm AJ15 SNIEKTPOHHbIX
BbIUNCINTENbHBIX MalWH 1 6a3 faHHbIX (peecTp poccuiickoro MO).

Mpuka3 MuHkomcBAsun Poccrum ot 18.03.2016.

—; : laTeHT | | E————

MNaTeHT Ha nonesHyto mogenb RUS 159041 18.02.2015. MexceTeBow sKpaH

c punbTpaymen Tpaduka no MaHAATHLIM METKAM.
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oTes0ft kPG 1 CHCTeMO OBHApYXEHHA BT
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AHANM3 3aWULLEHHOCTHU
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FEHEPATOP MUK dwenon AKVS  AppChecker

TEHepALMA 1 ynpaBnieH1e NaponsM KOHTPOTb LIENOCTHOCTU

QHanM3 6e30MacHOCTH MPUNOXEHHU I

O KoMnaHuu

HIMO «3wenoH» cneurann3npyercs Ha pa3paboTke cepTUdMLNPOBAHHbBIX CPEeLCTB 3aLUTDI
nHbopmaLMn 1 BefeT CBO AeATeNbHOCTb Ha OCHOBaHMM 6onee 50 NMLIEH3MIA 1 aTTecTaToB
akkpegutauun OCTIK Poccmm, OCB Poccun n MnHob6opoHbl Poccun. KomnaHua perynspHo
3aHUMaeT BegyLyme nosuuum B pentmuHrax CNews u «3kcnept PA».

lFonoBHoM odpuc B MockBe

107023, r. MocKBa, yn. dneKkTpo3aBofckas, 4. 24

+7 (495) 223-23-92 (MHOrokKaHabHbll)
npo-echelon.ru
sales@npo-echelon.ru

®E@B&O0

vk.com/npo_echelon

Od¢wuc B CaHKT-lNeTepbypre

199178, r. CaHkT-lNeTepbypr, Hab. pekn CMmoneHky, 4. 14
+7 (812) 635-89-04
npo-echelon.ru/spb/

@&

mail@nwechelon.ru
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